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1

PURPOSE

This Enterprise Risk Management Procedure (Procedure) outlines how risk will be identified, assessed,
evaluated, treated, recorded and reported in order to enhance CS Energy’s ability to meet its strategic
objectives by maximising opportunities and minimising threats to shareholder value. It demonstrates the
Board and Management’s commitment to effective risk management as a key element of business
success.
The information contained in the Procedure will assist staff in meeting their responsibilities under the
Governance, Risk and Compliance Policy and the Enterprise Risk and Compliance Management
Framework (Framework) which is modelled on AS/NZS ISO31000:2009 Risk management - principles
and guidelines.
The Procedure applies to all categories of risk however it should also be read in conjunction with the
Market Risk Policy, Health & Safety Manual, Environmental Management System Manual and Project
Management Manual which set out additional risk management requirements for these areas.

2

SCOPE

The Procedure applies to all employees, contractors, consultants, locations, operations and business
activities within CS Energy.
This document summarises the business processes for risk analysis, evaluation and treatment, including
recording risks and opportunities, controls and treatment actions, validating risks and reporting in SAP.
This will assist CS Energy in the effective management of risks and opportunities. For information on CS
Energy’s risk profile and risk criteria, refer to the Framework.

3

RESPONSIBILITIES AND ACCOUNTABILITIES

All management and staff within CS Energy are accountable and responsible for effective risk
identification and management.
Detailed responsibilities are set out in the Framework.

4

DEFINITIONS

Refer to the Risk and Compliance Glossary for definitions of the key terms used throughout this document.

5

SAP GRC OVERVIEW

Systems, Applications and Products (SAP) is the software used by CS Energy to perform many of its
business functions. Risks and opportunities are maintained in the GRC module of SAP, which is
accessed via the ‘Enterprise Risk’ tab in the SAP Portal (CS Energy Intranet homepage > ESS/SAP
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portal).

Below is a summary of the tabs and links available in SAP GRC:
My Home tab
Link Name
Work Inbox

Description
GRC workflow tasks you have been assigned

My Risks

Risks you have permission to access

My Responses

Responses (e.g. controls and actions) you have permission to access

Risk Management

SAP GRC Help and procedure documents

Master Data tab
This tab is viewable by Governance, Risk and Compliance only.
Link Name
Organizations

Description
Sets the organisational structure used throughout SAP

Business Objectives

Sets the objectives that can be assigned to a risk

Risk Catalog

Sets the risk categories that can be assigned to a risk

Response Catalog

Not currently used

Assessments tab
Link Name
Risks and Opportunities

Description
The Risks and Opportunities Register, a list of all risks recorded in the system

Responses and Enhancement
Plans

List of actions and controls recorded for risks in SAP

Change History

View and search changes made to risks in the system

Planner

Set up workflow tasks, e.g. Risk Validations

Planner Monitor

View tasks that have been set up in the Planner

Reports and Analytics tab
This tab contains links to the various reports and dashboards that can be run for risks, responses and treatment
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actions. For more information about the different types of reports and dashboards, see section 7 Monitoring.

6

RISK MANAGEMENT

6.1

Establishing the Context

Establish key information related to the subject of the risk assessment process, e.g. the activity or
organisational unit. The following considerations should be made before identifying and assessing risks:








Scope of risk management process
o

Which functions or operations are we applying risk management to: the whole organisation or a
single division/function, project or task?

o

What decision is being made, what are the alternatives?

o

What time horizon are we addressing, e.g. life of organisation/plant, five years, single year or
less?

Objectives and tolerances
o

What objectives are we trying to achieve, to what targets and within which tolerances?

o

e.g. Statement of Corporate Intent, Strategic Action Plan, project plans, budgets or policies
setting out how CS Energy conducts its business and which risks it will tolerate.

External context
o

What external parameters influence CS Energy’s objectives (positively or negatively)?

o

e.g. political, economic, social, technological, environmental and legal (regulatory); trends in the
industry or broader business community and relationships with, perceptions and values of key
stakeholders.

Internal context
o

What internal parameters influence CS Energy’s objectives (positively or negatively)?

o

e.g. CS Energy’s resources and their capabilities/attributes including assets; plant, fuel and
water; systems, processes and information; people and their knowledge, skills and cultural
contribution; financial resources and contracts; and incidents that affected objectives and
controls.

6.2

Risk Identification

Consider the threats or opportunities to the business that could negatively or positively affect the
achievement of CS Energy’s objectives. Methods for identifying risks include:


Consulting with a cross-section of subject-matter experts by conducting risk workshops;



Desktop reviews; and



HAZARD and HAZOP studies.

This includes engaging with internal or external subject matter experts or investigating sources of
information such as the history of incidents, statistical databases or industry studies.
6.2.1

Add Risk to Register

Identified risks and opportunities are recorded in the Risks and Opportunities Register in the SAP GRC
system, including assigning the organisational unit, causes and consequences, and risk category to
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enable reporting. A flowchart that summarises the process is contained in 11 Appendix A – Summary
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of Recording Risks in SAP.
1. To add a risk, click Create > Risk and the Create Risk window will pop up.

2. Enter risk information in the General tab.
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Field Name

Field Type

Description

Name

Free text (max. 40
characters)

Short name of the risk or opportunity.

Organization
Unit

Search then select

The department managing the risk (usually the department of the
Risk Owner). See 12 Appendix B - Organisation Units in SAP for
a list.

Objective

Dropdown list

Select the CS Energy objective most impacted by the risk or
opportunity.

Risk Category

Select from list (click

Select the most appropriate risk category (refer to Appendix 3 of the
Framework for risk category descriptions).

then enter
(click
text to search)

then select)
Status

Default

Status defaults to ‘Draft’ until saved, then it displays ‘Active’.

Risk Type

Default

Defaults to ‘Operational’.

Description

Free text

Brief description of the risk, including its context, causes,
consequences and when it may occur.
Important: this field is used in reports so ensure the information is
concise. The Notes field should be used for more detailed
information.

Notes

Free text

Use Notes to include more detailed information about the risk that
does not fit into the Description field.

Status
Comment

Free text

Brief comment on current status of risk, its controls and treatment
actions. Note: this field is mainly used when reviewing risks.

Validity Dates

Calendar

Valid From: will default to current date and cannot be changed.
Valid To: will default to 31.12.9999 – leave as is.

3. Enter Causes in the General tab. Select Show > Causes, then click Add. Note: focus on the key
causes/drivers.

Field Name

Field Type

Description

Risk Id

Default

This number will populate upon saving the risk.

Causes

Free text

Brief description of a potential cause of the risk occurring.

Category

Dropdown list

Category that the cause relates to.

Category
Description

Default

This field populates automatically based on Category selection.

4. Enter Consequences in the General tab. Select Show > Consequences, then click Add. Note:
consequences are assessed individually when determining inherent and residual risk level, so focus
on the most important consequences.
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Field Name

Field Type

Description

Risk Id

Default

This number will populate upon saving the risk.

Consequences

Free text

Brief description of a potential consequence of the risk occurring,
including any quantitative effects (e.g. dollars, lost availability).
Include details of calculations used to arrive at any $ or GWh
figures.

Category

Dropdown list

Category that the consequence relates to.

Category
Description

Default

This field populates automatically based on Category selection.

Inherent Level

Linked to Analysis

This rating will populate upon saving the risk after the Analysis has
been conducted. There is no need to enter information in this
section.

Residual Level

Linked to Analysis

As above.

Planned Level

Linked to Analysis

As above.

5. For asset-based risks only, enter the Functional Location in the Context tab.
6. Click ‘Save Draft’, then click on the risk to re-open it before proceeding to the next steps.
6.3

Risk Analysis

To enable comparison and prioritisation, risk analysis is to be conducted for identified risks using the
following process.
6.3.1

Determine Inherent Risk Level

Using the CS Energy Risk Matrix, assess the consequences and likelihood of an event occurring,
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assuming there are no controls or mitigating factors in place.
1. Under the Analysis tab, click on ‘Create Analysis’. Note: you will not be able to commence the
analysis unless there is at least one Consequence entered in the General tab.

2. Select the appropriate Likelihood Scale from the dropdown list for the Inherent Risk.
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3. Click on ‘Not defined’ under Consequence Levels to bring up the Impact Allocation table.

4. For each consequence listed, refer to the consequence scale on the CS Energy Risk Matrix and
select the appropriate Impact Level (1). The overall level will automatically populate into the
Consequence Levels column based on the highest level selected (2). Note: do not use the Overwrite
Overall Impact option.
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2
1

5. Record the key information from your analysis in the Analysis comment field, which is displayed in
the Risk Fact Sheet report (Note: the Analysis Comment field is the same field for Inherent Risk,
Residual Risk and Planned Risk, so specify ‘Inherent Risk’). This field should explain the rationale for
determining likelihood and consequence levels, including the specific frequency/timing.
6. Important: once you have determined the Inherent Risk Level, click ‘Save’ then reopen the risk
before adding Response Plans (otherwise the information will not display correctly).
6.3.2

Identify and Assess Controls

Controls are implemented and ongoing actions or activities designed to manage a risk by preventing the
event from occurring, detecting the event or mitigating the consequences should an event occur.
Controls reduce the Inherent Risk Level to a Residual Risk Level, and differ from treatment actions,
which are activities to be undertaken in the future that reduce the Residual Risk Level to a Planned Risk
Level.
Identify the controls that are already in place, including manual and systems controls, e.g. policies,
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procedures, routine maintenance plans, substitution, engineering/isolation, etc.
Add each control separately into SAP GRC by completing the relevant fields as follows:
1. Name – what the control is, which should be kept succinct but clear.
2. Description – similar to the name, but provide additional information about context and how the
control will treat the risk. Note: keep the Description field concise as it may be used in reporting.
3. Organization Unit – department/site managing the control, usually the same as the Control Owner.
4. Owner – the Control Owner, who is responsible for the control’s operation. If the Control Owner’s
name does not display in the list, add the Risk Owner or Technical Owner and contact Governance,
Risk and Compliance.
5. Type – select ‘Control’.
6. Purpose – choose ‘Prevent’, ‘Detect’ or ‘Mitigate’ based on the primary purpose of the control.
7. Share Response – if you think the control could be appropriate for multiple risks, select ‘Shared,
requires approval’, otherwise leave as ‘Not Shared’. Contact the Governance, Risk and Compliance
team for more information about this feature. Note: to assign an existing control to a risk, see SAP
Help Hub – Assign Existing Control (response) http://cmel04.csenergy.com.au/gm/folder1.11.18719?mode=EU&originalContext=1.11.18402.
8. Due Date – this field is optional to complete if you would like an email notification to be sent as a
reminder to review the control.
9. On Due Date – if ticked, and a Due Date has been entered, the Control Owner will receive an email
notification.
10. Steps / Actions – include any additional information about the control in this section.
11. Completeness – enter 100%. Note: if you consider the control to only be partially complete, it should
be an action (see 6.5.1 Create Actions).
12. Effective From – leave as is (current date).
13. Effective To – leave as is (31.12.1999).
14. Current Effectiveness – in consultation with the Control Owner, assess controls for the level of
effectiveness in achieving their objectives of preventing, detecting or mitigating the risk, according to
the categories below:
Weak

Deficiencies exist in the design of the control and it is performed in an ad hoc manner
or not at all. It is expected to treat the risk some of the time and to some of the extent
intended. Review or testing of the control may be absent and there is little assurance
that it is operating effectively.

Intermediate The control is well designed and consistently performed. The potential for human
error or inconsistent application has been considered and addressed. It is expected to
treat the risk in most instances as designed. There is a degree of ongoing review
which gives high ongoing confidence that the control is operating effectively.
Strong

The control is well designed and is always performed. There is little scope for human
error or inconsistent application. It is expected to treat the risk in almost all instances
as designed. There is ongoing review and high confidence that the control is operating
effectively. Elimination, substitution and engineering / isolation and system automated
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controls are often at this degree of effectiveness.
15. Click ‘Submit’ to save the details.
16. Check that the controls now display in the Mitigation section on the Analysis tab.

6.3.3

Assign Residual Risk Level

Using the CS Energy Risk Matrix, assess the consequence and likelihood of event occurring when
considering the effectiveness of existing controls in reducing consequence or likelihood. Note: if the
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Mitigation section does not show, click ‘Update Actual Analysis Profile’.
The Residual Risk Level is assigned in SAP as follows:
1. In the Analysis tab, under Mitigation, check all the controls from the Response Plans tab are listed.
Note: For each control, it is important for Completeness to be set to 100%, and the appropriate
Current Effectiveness to be selected, as the values of these fields are used in the automatic
calculation of the Residual Risk Level.

2. Assign Likelihood Level Reduction and Consequence Level Reduction for each control (each
consequence is listed separately). E.g. 1 likelihood level reduction would be from Likely to Possible.
The Residual Risk Level is calculated using the total number of reductions for likelihood and all
consequences listed. Note: these are the reductions from Inherent Risk to Residual Risk.

3. The Residual Risk Level, including Likelihood and Consequence, will be calculated automatically
based on the selections.

4. Review the Residual Risk Level to confirm it matches your expected outcome.
If the calculated Residual Risk Level does not match your expected outcome, it can overwritten by
undertaking the following steps (however, it is recommended to achieve a match using the above
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method if possible – contact Governance, Risk and Compliance for advice if you are having difficulties):


In the Analysis tab, under Analysis Type, click on ‘Residual Risk (click to overwrite)’.



On the next row labelled ‘Overwritten Residual Risk (click to cancel)’, select the Likelihood.



Click on the Consequence Level to bring up the Impact Allocation table. Select the appropriate level
for each consequence listed, which will populate the Consequence Level and Residual Risk Level.

5. Add an Analysis Comment to explain the rationale for determining likelihood and consequence levels
(Note: the Analysis Comment field is the same field for Inherent Risk, Residual Risk and Planned
Risk, so specify ‘Residual Risk’). This field should explain the rationale for determining likelihood and
consequence levels, including the specific frequency/timing, and how the Inherent Risk Level has
been reduced.
6.3.4

Assign Roles

Up to three roles are assigned to assist in the effective management of risks:


Risk Facilitator – the department/site’s Risk and Compliance Facilitator



Risk Owner – minimum seniority required is dependent on the Residual Risk Rating:
Residual Risk Level

Risk Owner

High

Executive Leadership Team Member

Significant

Group/Site Manager

Moderate

Manager/Superintendent

Low

Any competent and authorised staff
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Technical Owner – for site-based risks only; this is the person who is responsible for managing the
risk on a day-to-day-basis

Following identification of who will be undertaking each relevant role, assign the role by:
1. Under the Roles tab, click on the line for the role you want to assign (not on the text itself)

2. Click ‘Assign’ to bring up the list of users, select the name of the person who will undertake the role
then click OK. Note: if the person’s name does not appear, contact Governance, Risk and
Compliance.

3. Where a person no longer undertakes their assigned role, change their name by clicking on
‘Replace’, then search for and select the name of the person now undertaking the role, then click
‘OK’. Note: you will need to do this individually for each risk the person was assigned to.

6.4

Risk Evaluation

Following the risk analysis, evaluate the Residual Risk Level against CS Energy’s risk appetite principles
and risk tolerance levels (see Appendix 1 and 2 of the Framework), corporate objectives, and relevant
legislation, regulations and corporate policies to determine whether to accept, treat or avoid the risk,
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taking into consideration potential risk treatments:
Residual Risk Level

Risk Treatment

Decision

Within risk tolerance levels, e.g. for
Low and Moderate Residual Risks

No feasible risk treatments

Accept the risk – no treatment actions
required

Within risk tolerance levels

Risk treatments exist

Treat the risk (refer to section 6.5)

Exceeds risk tolerance levels

Risk treatments exist

Treat the risk (refer to section 6.5)

Exceeds risk tolerance levels

No feasible risk treatments

Cease/avoid activities and situations
which could give rise to the risk

Record the outcome of the evaluation activity in SAP GRC in the Analysis tab of the risk. Click on the
Consequence Level for the Planned Risk to bring up the Analysis comment field. After any comments
regarding the Residual Risk Level, clearly state the evaluation decision, e.g. “The Residual Risk Level is
within risk tolerance levels” or “Treatment actions have been specified to reduce the Planned Risk Level
to Moderate by 30 June 2015.”

6.5

Risk Treatment

Risk treatment is required where existing controls do not reduce the Residual Risk Level to fall within set
risk tolerances. Treatment actions are designed to reduce the risk to be within required tolerances, which
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is the Planned Risk Level.
6.5.1

Create Actions

Three types of actions can be created in SAP GRC:


Action - Implement Control – an action required to introduce a new control.



Action - Improve Control – an action designed to improve an existing control. Note: this must relate
to an existing control in the system.



PM - Corrective Maintenance Req – an action that creates a Plant Maintenance notification in SAP.

To add an action, click on the Response Plans tab, then ‘Create’ > ‘Response’.

Complete the relevant fields as follows:
1. Name – what the action is, which should be kept succinct but clear. Note: for PM – Corrective
Maintenance Req actions, ensure you list the Risk ID here to assist in reporting within SAP.
2. Description – similar to the name, but provide additional information about context and how the
action will treat the risk. Note: keep the Description field concise as it may be used in reporting.
3. Organization Unit – department/site managing the action, usually the same as the Action Owner.
4. Owner – the Action Owner, usually nominated by the Risk Owner, who is responsible for ensuring
actions are completed by the due date and for providing updates on progress. Note: if the Action
Owner’s name does not display, select the relevant Risk and Compliance Facilitator instead and
write the Action Owner’s name in the Steps / Actions field.
5. Automation – select ‘Plant Maintenance Notification automation’ for Plant Maintenance actions only.
Note: For additional steps required, see: http://cmel04.csenergy.com.au/gm/folder1.11.18731?mode=EU&originalContext=1.11.18402.
6. Type – select the type of action.
7. Purpose – choose ‘Prevent’, ‘Detect’ or ‘Mitigate’ based on the primary purpose of the control that is
to be implemented/improved.
8. Share Response – if you think the action could be appropriate for multiple risks, contact the
Governance, Risk and Compliance team.
9. Due Date – date the action is required to be completed. Note: if due date is not entered, action will
show as “Overdue” in reports.
10. On Due Date – if ticked, the Action Owner will receive an email notification.
11. Steps / Actions – on outline of the steps proposed to complete the action. Note: the information for
Plant Maintenance notifications is taken from this field – ensure it includes the Risk ID, Description of
action, Due Date and Owner of action.
12. Start Date – enter the actual or proposed commencement date.
13. Finish Date – leave blank (this field is used for completed actions).
14. Completeness – the % of the action complete. Important: enter 1% or above otherwise it will not
show in the Mitigation section on the Analysis tab.
15. Cost – cost of completing the action, if applicable.
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16. Effective From – leave as is (current date).
17. Effective To – leave as is (31.12.1999).
18. Current Effectiveness – leave as is (Unimplemented).
19. Click ‘Submit’ to save the details.
20. Check that the actions now display in the Mitigation section on the Analysis tab.

6.5.2

Determine Planned Risk Level

The Planned Risk Level is the consequence and likelihood of an event when considering the
effectiveness of controls and treatment actions. Where a risk is already controlled to a tolerable level by
existing controls, or no feasible treatment actions exist, the Planned Risk Level will be the same as the
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Residual Risk Level.
To determine the Planned Risk Level:
1. In the Mitigation section of the Analysis tab, ensure actions have Current Effectiveness of
‘Unimplemented’, and Completeness according to progress. Note: if controls exist they will be in the
same list, so you do not need to adjust them – only the actions. If the Planned Risk Level does not
show, click ‘Update Actual Analysis Profile’.

2. For each action listed, select the Likelihood Level Reduction and Consequence Level Reductions
(each consequence is listed separately). E.g. 1 likelihood level reduction would be from Likely to
Possible. The Inherent Risk Level is calculated using the total number of reductions for likelihood and
all consequences listed. Note: these are the reductions from Residual Risk to Planned Risk.

3. The Planned Risk Level, including Likelihood and Consequence, will automatically populate based
on your selections.

If the calculated Inherent Risk Level does not match your expected outcome, it can overwritten by
undertaking the following steps (however, it is recommended to achieve a match using the above
method if possible – contact Governance, Risk and Compliance for advice if you are having difficulties):


In the Mitigation section, click on ‘Overall (click to overwrite)’.



Select the total number of reductions in Likelihood Level and Consequence Level, which will
calculate the Planned Risk. Note: these are the reductions from Inherent Risk to Planned Risk.

4. Add an Analysis Comment to explain the rationale for determining likelihood and consequence levels
(Note: the Analysis Comment field is the same field for Inherent Risk, Residual Risk and Planned
Risk, so specify ‘Planned Risk’). This field should explain the rationale for determining likelihood and
consequence levels, including the specific frequency/timing, and how the Residual Risk Level will be
reduced.
6.5.3

Complete Actions

Upon completion of an action, the Action Owner should advise the Risk Owner, and SAP GRC must be
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updated accordingly, dependent on the type of action:






Action – Implement Control
o

Open the action and update the Steps / Actions field to indicate steps taken to complete the
action and date completed.

o

Change Type to ‘Control’ and update all relevant details (see 6.3.2. Identify and Assess
Controls).

o

Set the Effective From field to the date the control was implemented (i.e. when the action was
completed).

o

Update Completeness to 100%.

o

Remove the Due Date (or change to the next review date for the control).

o

Select the Control Effectiveness.

o

Review all fields, including Name, Description and Owner.

o

The Risk Owner should assess if an adjustment to the Inherent Risk Level or Residual Risk Level
is required.

Action – Improve Control
o

Update the related control in consultation with the Control Owner, particularly Control
Effectiveness and Description.

o

Update the Steps / Actions field to indicate steps taken to complete the action and date
completed.

o

Select the Finish Date (i.e. when the action was completed).

o

Update Completeness to 100%.

o

‘Save’ changes.

o

Select the response in the Response Plans tab then click ‘Remove’ to delete the action from the
list. Note: before deleting the action, ensure any relevant information is added elsewhere in the
risk where necessary. You may choose to leave the action in the system for historical purposes,
however ensure the Description is kept to one line.

o

The Risk Owner should assess if an adjustment to the Residual Risk Level is required, e.g.
increased Likelihood and/or Consequence Level Reductions may apply for a control that has
been improved.

PM – Corrective Maintenance Req
o

Update the work order and notification in the SAP maintenance system.

o

Closing the notification will automatically update the Response Plan in SAP GRC.

o

Important: the Risk Owner should review the risk to assess:

o



If an adjustment to the Risk Levels is required, e.g. a piece of kit that is replaced may reduce
the Inherent Risk Level.



If the Response Plan type can convert to a Control, e.g. a procedure has been documented
(if so, update the Mitigation section in the Analysis tab, and review Residual Risk Level)

Note: you may choose to leave the action in the system for historical purposes, however ensure
the Description is kept to one line.

To remove an action that has been cancelled, from the Response Plans tab of the risk, select the
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relevant response then click ‘Remove’.
To add TRIM links to an action:
1. In TRIM, right click on the document to be linked.
2. Click on ‘Send To’ > ‘Make Reference’.
3. Save the Trim Reference File.
4. In SAP GRC, in the Attachments and Links tab, click ‘Add’ > ‘Add File’.
5. Type a descriptive Title.
6. Click ‘Browse’ to find the saved Trim Reference File.
7. Click ‘OK’ to save the file.

7

MONITORING

Ongoing monitoring of risks is required to ensure risks are effectively management according to their risk
levels. Risk Owners, Technical Owners (where applicable) and Risk and Compliance Facilitators should
monitor risks, controls and actions within their area of responsibility using the dashboards and reports
available in SAP GRC. Refer to the Framework for more information on monitoring.
7.1

View Risks

Risks are viewed in the Risks and Opportunities Register in SAP GRC (refer to 5 SAP GRC Overview for
instructions on how to access the Register). Use the following functions to modify the information
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displayed and its output:


Sort – to sort alphabetically/numerically by a particular column, click on the relevant column title.
Click the column title a second title to sort it in the reverse order.



Filter – to filter the information shown in a column, e.g. risks in a particular Risk Category, click the
Filter button, which adds a row to the top of the table. In this row, you can:
o

Type the text for the filter/s (e.g. Information Technology).

o

Use an asterix (*) as a wildcard at the start or end of the text.

o

Use a semicolon in between each term (e.g. Information Technology;People) to show results for
more than one criteria in the same column.

o

Use the greater than (>) or less than (<) symbols for fields involving numerical values.

o

Click ‘Delete Filter’ to remove the filter.



Settings – to modify the fields displayed in the Register, click Settings to bring up a table that shows
Hidden Columns and Displayed Columns. Use the Add and Remove buttons to select the fields you
wish to be displayed.



Export – to view the displayed risk information in Excel, click Export > Export to Microsoft Excel.



Print – to view the displayed risk information in a print-friendly PDF format, click Print Version.

7.1.1

Run Reports

A variety of risk reports are available in SAP GRC. These are able to be produced at any time to assist
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the business in monitoring and reviewing their risks.
To run reports, click on the Reports and Analytics tab, and select the report you would like to run:

Fact Sheet

The key reports to assist in effective risk management are:


Fact Sheet – provides all information related to an individual risk in a printable PDF document. For
single risks, access the report via the ‘Print Fact Sheet’ button at the top of each risk.

For multiple risks, click on ‘Print Reports’ on the Reports and Analytics tab, input the Report Name that
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will show at the top of each page, select ‘Risk Fact Sheet’ for Report Type, then click ‘Next’.

Select the Organisation Unit you want to view risks for, then click Next.
On the following screen you can choose which fields will be displayed, and which risks the report will be

B/D/13/11406 – CS-RISK-03 – ENTERPRISE RISK MANAGEMENT
THIS DOCUMENT IS UNCONTROLLED IN HARD COPY FORMAT

Page 26

CS-RISK-03
AMENDED - 03/15
REVIEW DUE - 03/17

created for.

Click ‘Preview Report’ or ‘Next’ to generate the PDF report for all selected risks.


Risk Register – list of risks that can be filtered, e.g. by risk category (see 7.1 View Risks), and
exported to Excel. Clicking on an individual risks displays a Risk Snapshot (similar to the Fact Sheet
in that it shows all risk information, however it is not print-friendly).



Treatment Actions – a summary and list of the status of actions recorded in SAP, which can be
filtered, e.g. to display ‘In progress’ and ‘Overdue’ actions only (see 7.1 View Risks), and exported to
Excel.

8

REVIEW

8.1

Review Risks / Controls / Actions

As a minimum, existing risks will be reviewed and updated at the frequencies outlined below:
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Risk Type

Review Frequency

Responsibility

High Residual Risk

Monthly

Technical Risk Owner / Risk Owner /
Responsible Executive
Executive Leadership Team
Board and Audit and Risk Committee

Risk outside of Risk tolerances
(unless approved to reduce review
periods)

Monthly

Technical Risk Owner / Risk Owner /
Responsible Executive
Executive Leadership Team

Significant Residual Risk

Quarterly

Technical Risk Owner / Risk Owner

Strategic Risks (Moderate or Low
Residual Risk)

Annually

Executive Leadership Team

Moderate or Low Residual Risks

Annually

Technical Owner

Risk reviews may also be required after:


A material change in circumstances;



An incident occurs in relation to a current risk or a risk that is not yet captured in the Register;



A control failure; or



An adverse audit finding.

Risks reviews can be initiated following the steps outlined in 8.2 Initiate Risk Validation. The Risk Owner
must approve or update all information relating to the risk, including controls/actions and sign-off the
validation of the risk, as per the instructions in 8.3
Perform Risk Validation.
Controls are to be reviewed by the Control Owner at least once a year. The Due Date field can be used
to issue a notification when the control is next due to be reviewed.
Actions are to be reviewed by the Action Owner whenever they reach their Due Date. The Due Date on
actions should only be changed with approval from the Risk Owner. Progress on actions should be
updated as required, including Completeness and Steps / Actions taken to date.
Once a risk has been updated, the Status Comment field should be updated to indicate the date
reviewed, name of person conducting the review, and reason the review was undertaken.
Refer to Appendix C: Review of Risks / Controls / Actions for a flowchart of the review process.
8.2

Initiate Risk Validation

For periodic risk reviews, Governance, Risk and Compliance or the Risk and Compliance Facilitator can
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initiate a workflow via the Planner functionality of SAP GRC:
1. In the SAP portal, select ‘Enterprise Risk’ > ‘Assessments’ > ‘Planner’.

2. Click Create.

3. Enter Plan Details:
a. Plan Name: A meaningful name for the plan indicating its scope.
b. Plan Activity: Select the workflow Perform Risk Validation.
c. Start Date: Usually the current date.
d. Due Date: A date in the future by which time the Risk Owner should complete their review.
e. Click ‘Next’.
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4. Select Organisations – the workflow will only consider risks within the selected organisations (i.e.
business units/sites). Note: parents do not automatically include children, so you must expand and
select each relevant organisation. Click Next.

5. Select Object(s), then click ‘Next’. There are three options:
a. Select all risks – only suitable where there are a small number of risks
b. Select by attributes – shown below (e.g. all risks with a High Residual Level)
c. Select risks – individually select risks to be reviewed
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6. Review to confirm a manageable number of risks are selected.

a. Click ‘View Objects’ and review the list of risks, and ensure that all risks have a recipient (Risk
Owner) who has been briefed on the review process.
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b. Close the Selected Objects and Recipients window and click Activate Plan.
7. Confirmation – click ‘Finish’

8. Risk Owners of selected risks will receive an email notification to review, update and validate (i.e.
approve) the risk, controls and actions.
9. Note: Risks selected for validation will be locked read-only until the Risk Owner completes the
workflow, therefore it is important to take care when selecting risks and to communicate with the Risk
Owner before and during the process.
10. To monitor existing ‘Perform Risk Validation’ plans, click on the ‘Planner Monitor’ under Enterprise
Risk > Assessments > Planner Monitor. There is one row per Risk selected in your Plan. The Status
column will indicate if the risk is ‘In Process’ or ‘Complete’.
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8.3

Perform Risk Validation

The Risk Owner will receive an email notification for the risk to be validated, and can complete the
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following steps to record the review/validation in the Register:
1. View the GRC Work Inbox in the SAP portal by selecting Enterprise Risk > My Home > Work Inbox.
Note: this is separate from the general SAP inbox.

2. Ensure the ‘All’ query is selected and click on a Work item to bring up the validation screen.

3. Click on the Risk Name to view the full detail of the risk.
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4. Review the General, Analysis and Response Plans tabs. Click ‘Cancel’ once done.

5. In the bottom left of the screen, click ‘Add Note’ and make any notes you wish.
6. If satisfied that the risk is valid, click ‘Approve’. Otherwise, click ‘Reject’ and advise the reasons.
7. The Last Validated date field will now be set and can be seen on the General tab of the risk, along
with the name of the person who validated. The Validated hyperlink will show the history of notes.

8.4

Close Risk
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From time to time, a risk may cease to be relevant due to changed activities, circumstances or
objectives. In this case, the Risk Owner can elect to close the risk.
To record this in the Register, on the risk’s General tab, set Valid To: to the current date. This will deactivate the risk and remove it from future reporting.
Note: prior to closing a risk, ensure all actions in the Response Plans tab have been completed or
removed.
8.5

View Risk History

There are several different ways to view the history and changes made to a risk, including old and new
values of fields, when the change was made, and who made it:


All changes in an individual risk – click on the Show Change History button in the risk of interest,
which brings up a list of changes made to the risk. Audit Trails containing details of all changes can
be generated in PDF or Excel.



Risk Level changes in an individual risk – in the History field of the risk’s Analysis tab of a risk,
change it from Current values and select the time and date of the change of interest.



Changes in all risks – run the Risk Change Log report in the Reports and Analytics tab. A date range
can be chosen if desired by selecting the From Date and To Date and clicking Show Change Log.
Expand the Risk ID for the risk of interest to view changes made.
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RECORDS MANAGEMENT

In order to maintain continual improvement, suitability, safety and effectiveness of the organisation,
registered documents will be reviewed on a two yearly basis, or where it has been identified that there
are changes in technology, legislation, standards, regulations or where experience identifies the need for
alteration to the content. Registered documents should also be reviewed following an incident, change
management process, modification or where directed as part of a risk assessment process.
CS Energy must ensure that records are retained according to accountability, legal, administrative,
financial, commercial and operational requirements and expectations. In compliance with records
retention and disposal, all documentation created in relation to CS Energy business must be retained in
line with minimum retention periods as detailed in legal retention and disposal schedules.
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11

APPENDIX A – SUMMARY OF RECORDING RISKS IN SAP
Risk identification – add new risk
General tab

6.2 Risk Identification

6.3.1 Determine Inherent Risk Level

6.3.2 Identify and Assess Controls

6.3.3 Assign Residual Risk Level

Determine inherent consequence and likelihood
Analysis tab / Inherent Risk Level

Identify controls and assess effectiveness
Response Plans tab / Controls

Assign likelihood and consequence reductions to
controls to calculate residual risk, or overwrite
Analysis tab / Residual Risk Level

6.3.4 Assign Roles

Assign Risk Owner, Risk and Compliance
Facilitator and Technical Owner (if applicable)
Roles tab

6.4 Risk Evaluation

Evaluate the residual risk against risk appetite and
tolerance levels
Analysis tab / Analysis comment

6.5.1 Create Actions

Determine treatment actions to reduce residual
risk to within tolerance levels
Response Plans / Actions

6.5.2 Determine Planned Risk Level

Assign likelihood and consequence reductions to
actions to calculate planned risk, or overwrite
Analysis tab / Planned Risk Level

Finish
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APPENDIX B – ORGANISATION UNITS IN SAP

1. CS Energy
 CFO


Business Systems



Finance

 People and Safety


Human Resources



Environment



Health and Safety

 Legal & Secretariat
 Market Strategy


Energy & Carbon



Sales & Marketing

 Operations


Asset Management



Major Projects



Maintenance Support



Operations Services



Callide Power Station



Callide Common Plant



Callide Site



Callide B



Callide C



Callide JV



Kogan Creek Power Station



Kogan Creek A



Wivenhoe Power Station



Wivenhoe 1



Wivenhoe 2

 Strategy & Commercial


Procurement & Contract Management



Commercial Projects



Strategy & Execution
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APPENDIX C – REVIEW OF RISKS / CONTROLS / ACTIONS
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